A

ll too frequently I see our
customers being exposed to
fraudulent scams. Quite
honestly, it’s disheartening
and sickening when the fraud is
successful and our customer is
financially impacted. In this edition of
MountainViews, I’d like to make you
more aware of prevalent fake check
scams and how to protect yourself
from them.
Fake check scams are growing quickly
and cost billions of dollars. In a fake
check scam, someone, unknown to
you, sends you a check and ask you to
send some money back to them.
Sometimes, they ask you to wire the
money back to them.
Some situations that maybe a
scam:
 You are told you won a prize or
sweepstakes and are asked to send
back taxes and fees.

caught paying the bank back.
Here are some preventative
measures to follow:
 If you aren’t sure about a check you
received, contact us before
depositing it.

bottom? You can Google routing
numbers.
 Is the check paper very thin or
suspicious?
For more information on scams, please
check out these sources:

 Never send money back to someone
who sent you a check.

 https://www.consumer.ftc.gov/
features/scam-alerts

 If you are selling an item online,
think about using an escrow or
online payment service.

 https://www.consumer.ftc.gov/
blog/2018/09/anatomy-fake-checkscam

 Never take a check for more than
your selling price.

 https://www.bbb.org/en/us/article/
news-releases/18367-dont-cash-that
-check-bbb-study-shows-how-fake Be skeptical. If it sounds too good to
check-scams-bait-consumers
be true, then it probably is.
As Sgt. Phil Esterhaus warned at the
 If you see a scam, tell the Federal
beginning of the popular TV series Hill
Trade Commission (ftc.gov/
Street Blues, “Let’s be careful out
complaint).
there!”
Components of a fake check:
Bob Fraser
 Is the company name or address
President & CEO
misspelled?

 You get paid as a mystery shopper or
other job and told to wire back
 Does the check number match the
money.
check number
included in the
 You sold an item online and the
numbers at the
buyer overpays.
bottom of the check?
In these scams, you are sent a check
 Is the check missing
and then you are asked to send back
an account number
money. Even though you have
in the numbers at
deposited the check and the funds are
the bottom of the
made available to you quickly, as
check?
required by law, the check may not be
good. It can take days for the bank to
 Does the check have
discover the check was bad. Now, the
a correct routing
scammer has your money and you are
number at the

M

ountainOne celebrated the
accomplishments of our summer
interns at the 1st annual Berkshire
Business Interns award ceremony.
The Berkshire Business Interns program brought
together local companies and qualified students from
local and out of area colleges to work in the
Berkshires for the summer. Pictured left to right: VP
Community Engagement Kelli Kozak and Community
Engagement Intern Avril Levesque, Operations
Intern Nick Trombley and SVP Operations Stacy
Litke.

The MountainOne team at BFAIR’s Walk for
Independence supporting individuals with disabilities.
Pictured left to right: VP Community Engagement Kelli
Kozak, VP Investments Linda Levesque, VP Human
Resources Beth Petropulos, VP Local Business and
Customer Relations Manager Dick Alcombright.

MountainOne
Portfolio Manager
Brandon Cannata and
his family, including a
future banker, helped
MountainOne staff to
celebrate Rockland
Day.

MountainOne staffers join their community to celebrate Rockland Day.
Rockland Community Banking Officer Meghan Dunphy, VP Mortgage
Banking Melissa Weber, Portfolio Manager Brandon Cannata and his
wife Marybeth, Rockland Assistant Community Banking Officer
Colleen McClintock, and Assistant to the President Michelle Devine.

O

ur Pinnacle Value
Checking1 and VISTA
Premier Checking2
accounts come with
IDProtect® Identity Theft
Monitoring and Resolution Service3.

If you’d like to learn more about
IDProtect®, or get help with
registration, please give us a call at
855.444.6861. We want to make sure
customers get the full benefit of this
very important service.

Keeping your information secure and
helping to protect you
and your account from
identity fraud are
important to us.
IDProtect® gives you
tools you need to help
safeguard your identity
and help you recover
should you become a
victim of identity fraud.

A

re you looking to tap into
your home’s equity for
some of those fall home
improvements? Do you
have a second home that needs
weatherproofing? Or, have you used
your own funds and want to
consolidate some bills? Take a look at
our equity products listed below:

and does not allow advances. This is a
no cost loan to borrowers, based on the
value of your home. We’ll lend up to
80% of the value of your home, minus
your current mortgage balance. The
rate is variable and is based on the
Wall Street Journal Prime Rate. Here
are some of the features:
 Billed interest only during the first
10 years
Home Equity Line of Credit – A
 Flexibility of principal payments
revolving line of credit that is secured
during the draw period – use, pay
by your home. The first ten years,
down and reuse
called the draw period, allows you to
 Billed only on funds that have been
advance, pay down and advance again.
advanced
The final ten years, the repayment
 Possible discounted rate with an
period, includes fixed principal
automatic payment
payments with your interest payment







Home Equity Loan – Fixed terms of
5 years, 10 years, 15 years and 20 years
secured by your home. This is a low
cost loan with no early termination fee.
Below are features:
 Fixed rate and payment
 Amortized loan over a selected term
 Discounted rate with an automatic
payment
Contact any of our local branches to
find out if these products are right for
you!

A

recent American
Psychological Association
survey tells us that 72% of
respondents feel stressed
about money and that stress also
impacts their physical and emotional
well-being. This can translate to
decreased productivity and
absenteeism at work in addition to
impacting long-term personal
wellness.
At MountainOne, we understand that
financial stress is one of the most
significant stress factors in people’s
lives. We have developed a financial
wellness program that can benefit

W

hen you bring your
business borrowing
needs to
MountainOne, you
gain more than just financing. You
gain our extensive knowledge of the
local market.
We understand the varying needs of
different industries in Eastern and

employees and employers by helping
educate and inform your staff about
ways to manage finances for less
stress. We also provide products and
services that help them manage their
financial lives with clarity and
confidence – from identity theft fraud
monitoring to direct deposit – from
mortgages to home improvement
loans. We also offer insurance,
retirement planning, and group
benefits solutions for a total wellness
program.
MountainOne’s trained financial
educators can customize a program for
your employees and deliver it at your

Western Massachusetts and
neighboring communities. We also
know how important financing is to an
organization’s success, whether it’s a
sole proprietorship or a 500-employee
company.

worksite. We have a variety of
resources and topics available. Our
basic banking review covers how and
why you should develop a relationship
with a bank. We offer lots of tips and
tricks for successful budgeting, and
our credit module helps people
understand how their credit usage and
scores affect their financial future. Our
expert staff always enjoy sharing their
knowledge with our community and
this is a free service. Contact our
Community Engagement department
today to schedule your workplace
wellness program!

 SBA (Small Business
Administration) Loans
 Vehicle or Equipment Loans
 Lines of Credit
 Real Estate Loans
 Construction Loans

We can help you with:
 Asset Purchases/Term Financing

 Letters of Credit
Check out some of our latest deals:

Great Barrington, MA

Lee, MA

Dorchester, MA

Quincy, MA

$11,460,500

$2,080,000

$2,077,500

$8,000,000

Construction to
Permanent Financing

Commercial Real Estate
Mortgage

Construction Loan

Commercial Real Estate
Mortgage

Mixed Use Building

Headquarter Building

Residential Development

Cash-out Refinance for Real
Estate Investment

T

he Medicare Annual
Enrollment Period gives you
the opportunity to choose
Medicare plans. You’ll want
a Medicare plan that will meet your
needs, which may change from year to
year. It’s wise to review your needs
now so you can decide what kind of
Medicare benefits you want in 2019.
A checklist of items to consider:
 Are you taking new prescription
drugs?
 Do you have new health goals or
challenges?
 Does the cost of your current plan fit
your budget?

to year too. Thinking about your
current health and healthcare
requirements is a smart first step that
may help you decide what kind of
Medicare coverage is the best fit for
you.
As an independent health care
resource, our staff at MountainOne
Insurance can answer your questions
and help you get ready for the
MEDICARE ANNUAL
ENROLLMENT PERIOD, which

starts on October 15 and ends
December 7.
We can:
 Take the confusion out of Medicare
 Assist you with comparing plans
 Make switching plans easier
The Medicare Annual Enrollment
Period starts October 15. Contact us
today!

Not only do health care needs change,
but Medicare plans change from year

E

mployee benefits have
employers and their business’
become increasingly
continued profitability.
complex and costly for both 2. Offering the best benefits
employers and employees.
possible enables employers to
Though benefits are still considered an
effectively attract and retain quality
important factor in recruiting and
employees.
retaining the best employees, the task 3. Healthy people and their families
of managing benefits has become more
lower absenteeism and improve
difficult while costs continue to rise
productivity. Having healthier
and regulations increase.
people reduces long-term medical
costs and lowers premiums. The
Here is what matters most to
best way to manage healthcare cost
employers when it comes to benefits:
is to manage people’s health, by
1. Lower costs for their group
providing incentives and programs
benefits plan. Group benefit plans
that focus on wellness and
have become the third highest cost
preventive care.
for employers behind wages and
4. Help navigating ACA and
material cost. Group benefit
compliance. The maze of new
expenses have skyrocketed and
regulations is complex and evercontrolling these costs and the
changing. Specialized expertise is
yearly increases is essential for

needed to guide employers through
all laws and compliance challenges.
5. No administrative headaches.
Too much paper and too many
forms are placing new demands and
distractions. Developing solutions
and creating a path with less
headaches and administrative hassle
are key for both the employers and
employees.
Please contact Brian Drake at
brian.drake@mountainone.com or
413.663.2399 to develop a plan.







W

hy have stocks done so with little warning. The things we
well for investors?
worry about specifically today include:

Over the past fifty
years, the benchmark Standard &
Poor’s 500 Stock Index has returned
about 10% per year, including
dividends. Returns over the past
twenty years average nearly 8% per
year, a period that includes two
ferocious bear markets (2000-2002
and 2008-2009). While there have
been plenty of periods in which stock
prices have fallen, long-term investors
in the stock market have been
handsomely rewarded.

1. Tariffs and trade wars – increasing
costs to business and consumers
2. Uncertainty about economic
policies, making it more difficult for
businesses to plan and invest
3. Higher interest rates, increases the
costs for businesses and the making
things like home purchases more
expensive for consumers
4. Energy prices have increased this
year; worries that inflation may
continue to rise

5. The stock market’s “bull market”
rally is now the longest on record –
But the more important question –
we know this cannot continue
why have stocks done so well? There
forever. Complacency is a risk. And,
are countless factors that seem to drive
this means that stocks are more
the stock market on a day-to-day basis;
expensive than they were a few years
some consequential (earnings reports,
ago.
for example), some less so
(tweets!). With the noise of the daily
With all of that said, we still see a U.S.
news cycle, it is easy to lose track of
economy that appears to be in good
what owning a stock truly
shape. Labor markets generally remain
represents. Owning a stock means that strong, which has helped support
you own a small, fractional share of a
recent gains in retail and in consumer
business. The economy grows,
spending. Corporate profits are up,
companies increase their profits, and
helped in part by last year’s tax
ideally those profits are distributed to cuts. The housing market has
their owners (shareholders) in the
remained fairly strong. All of this has
form of dividends. We recommend
helped support a stock market that has
many of our clients own stocks because posted strong gains again, at least
we expect corporations to have higher through the end of August.
earnings and higher dividends in the
At MountainOne Investments, we
future – and if they do, their share
work closely with our clients to
prices should reflect that.
determine whether they should invest
The U.S. equity markets have been
in stocks, based on their individual
strong and resilient through the first
circumstances. Many of our clients will
eight months of 2018, but in the past
also choose to hold some bonds to help
we have seen them turn quickly and
offset some of the risk that comes with

owning stocks. Some clients choose to
invest in individual stocks; many
prefer owning mutual funds and other
diversified investments. Our goal is to
help build portfolios for our clients
that best meet their particular needs,
considering their goals, time horizon,
and tolerance for risk.

C

ybercriminals target ATMs
through both physical and
computer-based means to
steal funds. These attacks
often occur around holidays in an
attempt to circumvent or delay
detection and may involve the creation
and use of fraudulent payment cards.
Types of ATM Attacks
 Skimming attacks – Skimmers are
devices that may sit on top of the
ATM PIN pad and/or card slot or
they may be inserted deeply into the
card slot. Sometimes, criminals use
a camera to capture a consumer’s
PIN as it is entered. Usually, the
information captured from the
skimmer and camera is used to
create cloned cards.
 Shimming attacks – These are
similar to skimming attacks, except
that criminals use special
mechanisms inserted deeply within
the ATM to capture the chip
information on newer chip-enabled
cards. Again, this information is
used to create cloned cards.
 Cash-out schemes – Criminals use
ATMs either locally or globally to
drain funds from multiple accounts
held at one financial institution.
These attacks use legitimate card
numbers that were stolen and
involves the manipulation of the
account balances and withdrawal
limits to perform the theft. This
attack is also referred to as an
“unlimited operation”.
 Jackpotting attacks – Like it sounds,
in this attack criminals use physical

and/or logical methods to force one
ATM to dispense all the cash, just
like a slot machine.
As a result of consumer protection laws
and business practices, most ATM
attacks do not result in the loss of
funds to customers. The primary target
of cash-out schemes and jackpotting,
for example, is the financial institution, 
not consumers’ accounts. That said, if
criminals have used legitimate
payment card information (e.g.,
numbers, PINs), then the financial
institution will replace the funds and
may reissue cards for its customers.
This is protection for both the
institution and the consumers whose

accounts were affected.
Steps consumers can take to help
protect their accounts:
 Protect your debit, ATM and/or
credit cards at all times; don’t share
cards or PINs with others.
 When using ATMs, be aware of your
surroundings. Before using the
ATM, look closely at the card slot
and PIN pad for any abnormalities
and glance up and around to see if
you notice any cameras. If anything
looks strange or unusual, do not use
the ATM.
 If you notice odd or peculiar
behavior by others at an ATM
(inserting a cable or using multiple
cards to withdraw funds at one
time), contact local law enforcement
and the institution; do not use that
ATM.
 Be aware that institutions usually









won’t contact you via text message
or email about your debit or credit
card, unless you have previously
agreed to this method of
communication; if you receive a
suspicious text or email message
claiming to come from your financial
institution, contact your institution
to check the legitimacy.
Be aware that phone calls you
receive may not actually be from
your bank or credit union. You
should not provide the full card
number, PIN or CVV code over the
phone. When in doubt, call the
number on the back of your card to
verify contact.
Be on guard against phishing attacks
and do not open attachments or
click links in emails you were not
expecting.
Use two-factor authentication and
other security features offered by
your financial institution to protect
your accounts.
Sign up for text or email alerts from
your financial institution for certain
types of transactions, such as online
purchases or transactions of more
than $500.
Notify your bank as soon as possible
if you suspect that your card PIN or
electronic banking credentials have
been compromised.
Review account statements for any
transactions you do not recognize;
promptly notify your bank if you
notice any unauthorized account
activity.

G

et to know our Rockland
office team.

Meghan Dunphy has
recently been promoted to
Community Banking Officer in
Rockland. She leads the Personal and
Business Banking team at the office,
and is responsible for branch
operations, customer service, and
business development.
Colleen McClintock has recently
been promoted to Assistant
Community Banking Officer. She is
responsible for branch oversight when
Meghan is out and about in the
community, and for ensuring that staff
provides customers with superior

service.
If you’re in
Rockland, stop by
to say “hello” to
Meghan and
Colleen. They can
provide personal
and business
banking solutions
to the Rockland
community and
surrounding area.
In addition to a full
-service lobby and
drive-thru, this
office includes plenty of free parking,
as well as a host of 24/7 services,
including a drive-up ATM, business

night drop, mobile banking, and online
banking services.

